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1. Introduction

One of the primary activities of the UCA® International Users Group (further referred to as IUG) is to support testing. 

The organization and responsibilities regarding the testing activities, the role of the IEC TC57, the IUG and test centers are described in the IUG Quality Assurance Program (ref. B).

This document describes the procedure for the IUG to qualify test centers and the conditions that test centers should comply to in order to certify IEC 61850 based products and attach the IUG Label to the tested product. 

2. Qualification procedure

Responsibilities 

The Testing Subcommittee of the UCA IUG is responsible for defining and maintaining the certification (see ref. B) and qualification procedures for conformance testing of IEC 61850 compliant devices. This subcommittee will carry out the actual qualification of test centers that want to certify IEC 61850 based products and attach the IUG logo to these products. Test Centers must comply to the conditions as specified in the second chapter of this document and to the Qualification Agreement conditions as specified in Annex A.

Procedure 

The qualification request must be received no later than 1 month prior to the end of the quarter. After reception of an qualification request (Annex B) the Testing Subcommittee will plan the qualification activities and inform requestor within on a quarterly basis (e.g. at the end of the quarter) about this planning. The requestor will then supply a schedule for compliance.  The elapsed time from plan to execution and compliance to the plan shall not be allowed to exceed 12 months after reception of the request. 

To validate the test facilities used by the test center, the center must present the logs of a representative test, covering the conformance blocks applied for. The Testing Subcommittee will analyze these logs using the Detailed Test procedures (Ref. C) as a basis.  Logs must be supplied according the standard format defined by the Testing Subcommittee (TCP dump). Logs shall include positive and negative results that reflect the test cases used in the qualification. The Testing Subcommittee will work out an addition to this procedure in order to provide conditions and facilities for a reference test to evaluate test systems equivalence. The test center must identify the type and version of the test system used for the qualification and on each certificate issued.

When there is a dispute about differences in implementations the Testing Subcommittee will be the final decision point. 

All testers approved by the IUG shall follow the procedures given in the Quality Assurance Program (ref. B) and the related documents. The IUG makes a distinction between the following test organizations: (A) Accredited: Independent third-party
 test center with certified ISO 9000 or ISO 17025 Quality System and (B) Recognized: test center following ISO 9000 or ISO 17025 and IEC 61850 part 10. The “A-level” test labs have to show their ISO 9000 or ISO 17025 certificate for the Quality System covering the User Group test procedures. The “B-level” test labs have to show their internal test procedures covering the User Group test procedures or the certificate of their Quality System covering these procedures. Members of the Testing Subcommittee will actively audit (visit) the “A-level” test labs to review the procedures and audit the documentation provided by the “B-level” test labs.

The Testing Subcommittee will carry out following activities:

1. Check the requestors responses in the request questionnaire (being a simple checklist for the qualification conditions)

2. Check requestors Quality Procedures. 

3. Check requestors testing facilities by reviewing the results of  a test covering the conformance blocks applied for.

And for Accreditation requests:

4. Should carry out a review of each test center on annual basis. That is, the test centers are subject to periodic review.

5. The Testing Subcommittee shall have the right to visit and audit any requesting or accredited test center.  The subcommittee will determine a mutually agreeable visit date that shall not be more than two(2) months from the date of the delivery of the notice. The preferred visit timeframe is one(1) month.

3. Qualification conditions

The test center shall:

1. comply to IEC 61850 part 10 (ref. A) and the UCA IUG Quality Assurance Program (ref. B).

2. make available to the UCA IUG:

i. Conformance test quality plan (IEC 61850-10 clause 5.3.2)

ii. Test and inspection plan (IEC 61850-10 clause 5.3.2.2)2
iii. The test results of the initial reference test according to the report format as described in the UCA detailed test procedures (reference C)
iv. Every final positive result of a conformance test, specifying the conformance blocks that are approved (“The Certificate”, see Annex D)
v. Staff and resources to support the audit activities by the Testing Subcommittee members
vi. The Quality System Certificate (if available)
vii. The signed Qualification Agreement
3. have policies and procedures to ensure the protection of its clients' (whose system will be tested) confidential information and proprietary rights, including procedures for protecting the electronic storage and transmission of results. Test results are property of the client;  the results shall be provided by the test center to the UCA IUG for the purpose of audit or certificate validation only. Such disclosure shall be done with the knowledge and approval of the client. Prior client consent for disclosure is required part of the test center policy and procedures.

4. have managerial and technical personnel with the authority and resources needed to carry out the test activities and to identify the occurrence of departures from the quality system or from the procedures for performing tests, and to initiate actions to prevent or minimize such departures

5. have technical management which has overall responsibility for the technical operations and the provision of the resources needed to ensure the required quality of testing operations

6. provide adequate supervision of testing staff, including trainees, by persons familiar with methods and procedures, purpose of each test, and with the assessment of the test results

7. establish, implement and maintain a quality system appropriate to the scope of its activities and complying to the ISO 9000 or ISO 17025 standard (see also IEC 61850 part 10). The test center shall document its policies, systems, programs, procedures and instructions to the extent necessary to assure the quality of the test results. The system’s documentation shall be communicated to, understood by, available to, and implemented by the appropriate personnel

8. retain records of original observations, derived data and sufficient information to establish an audit trail: test records and a copy of each test report issued, for a defined period. The records for each test shall contain sufficient information to facilitate, if possible, identification of factors affecting the uncertainty and to enable the test to be repeated under conditions as close as possible to the original. The records shall include the identification of all resources and configuration used for the performance of each test and checking of results

9. have instructions on the use and operation of all relevant equipment, and on the handling and preparation of items for testing and/or calibration, or both, where the absence of such instructions could jeopardize the results of tests and/or calibrations. All instructions, standards, manuals and reference data relevant to the work of the test center shall be kept up to date and shall be made readily available to personnel. Deviation from test and calibration methods shall occur only if the deviation has been documented, technically justified, authorized, and accepted by the client

10. have equipment be operated by authorized personnel. Up-to-date instructions on the use and maintenance of equipment (including any relevant manuals provided by the manufacturer of the equipment) shall be readily available for use by the appropriate test center personnel

11. have facilities for generation of all obligatory IEC 61850 test scenario’s as defined in UCA IUG detailed test procedures (ref. C).

12. have IEC 61850 simulation and/or monitor facilities that are able to generate reports with specification of results as required by the test procedures.

13. have each item of equipment and its software used for testing and significant to the result, when practicable, uniquely identified

14. Enter into an “Agreement” with its clients that identify responsibilities and legal issues regarding the test and use of its results (see also reference B for liability issues). The clients shall be considered as limited participants in the IUG Quality Assurance Program. Clients must provide feedback to tester, who shall in turn provide feedback to the IUG, on any problems encountered in the field that may impact interpretation of standards, IUG approved test procedures, or the suitability of the certified devices to meet requirements of the tested conformance blocks.

15. Be a member of the UCA IUG, by itself or its corporate entity

4. The test report

Test reports will be formatted according to the detailed test procedures (ref. C).

Test reports shall, where necessary for the interpretation of the test results, include the following:

a) deviations from, additions to, or exclusions from the test method, and information on specific test conditions;

b) a statement of compliance/non-compliance with requirements and/or specifications;

c) where applicable, a statement on the estimated uncertainty of measurement; information on uncertainty is needed in test reports when it is relevant to the validity or application of the test results or when the uncertainty affects compliance to a specification limit;

d) where appropriate and needed, opinions and interpretations;

e) additional information which may be required by specific methods, clients or groups of clients.

Annex A - Qualification agreement




ANNEX A (Accreditation Procedures)
UCA International Users Group

IEC 61850 accredited/recognized body agreement



THIS AGREEMENT is entered into by and between the UCA International Users Group, hereafter called “ IUG”, an association of Users and vendors of UCA related products and a not-for-profit corporation, and  

<Name of the Testing Organization> hereafter called “Tester”                ,

an accredited testing center as defined in the UCA Users Group IEC 61850 Quality Assurance Program (the “Program”) (this Program also covers the Regulation for Qualification)


WHEREAS, the IUG is a non-profit corporation whose mission is to assist users and implementers in the application of UCA UG communications and implement accurate testing and certification of UCA UG related communication protocols; and


WHEREAS, the IUG administers the Program, whereby certain testing centers may use a copyrighted Label format to certify the IEC 61850 compliance of communication protocols integrated in Substation equipment; and


WHEREAS, Tester has displayed the capability to perform such testing and certification.


NOW, THEREFORE, in consideration of the mutual promises contained herein and other good and valuable consideration the receipt and sufficiency of which are acknowledged, the parties agree as follows:

1. IUG has established that Tester qualifies, under the Program, and grants to Tester for the term of this Agreement and any extensions, recognition as an IUG IEC 61850 Accredited/Recognized Testing Center.

2. Tester acknowledges that it has received and read the Program and agrees to be bound by its terms, as they may be amended from time to time, as well as any applicable administrative and implementing documents issued by IUG (collectively, the “Requirements”). If there are changes to the procedures that may have an impact on the testing capability of the Tester, a schedule to implement the changes has to be supplied to IUG with the target of 6 months after final publication of the change. The tester is allowed to test according to the old procedures while he makes updates to his testing capability, hardware and/or software. Deviations from this target may be negotiated between the Tester and the IUG. It shall be noted that each device certificate is tied to both the Tester version and the version and conformance blocks of the device under test according to IEC 61850. 
The costs of maintaining the Testing QAP program, auditing and listing accredited testers, and maintaining the authorized certificates are covered from Users Group Membership fees. The Users Group Board may decide in the future that some nominal fees are needed to cover Users Group costs. In this case, the Tester may pay all applicable Program fees adopted by IUG or to terminate the accredited test program without costs. The termination times from paragraph 11 apply.
The Tester agrees to cooperate in any way requested by IUG in assuring that the terms of the Program are being met and that IEC 61850 test reports according to the procedures approved by the IUG are being produced by 
3. Tester. The IUG has the right to monitor the reports to make sure they reflect what was tested and what were the test results. [In this case the vendor (external client of Tester) that owns the test results has to agree and the IUG reviewers may be required  to sign a confidentiality agreement. IUG shall work to resolve reported disputes between vendors, testers and users.  For example, the IUG would respond if a utility user complains that the certificate does not reflect the product delivered. A complaint back to the IUG is a last report and the normal quality assurance program (see paragraphs 5) is intended to resolve problems uncovered in products and/or tester systems. ] 
4. Tester represents and warrants that at the time of application to IUG for qualification and during the term of this Agreement and any extensions that the information submitted in its application for IUG test center accreditation/recognition was and is accurate and correct. Tester shall inform IUG in writing within 1 month of changes in its operations that make these representations and warranties untrue.

5. Tester agrees to conduct an on-going quality control program to ensure that its testing procedures continue to meet or exceed testing parameters of the specified tests.

6. Tester agrees to participate in the Users Group Quality Assurance Program and shall report problems uncovered during tests, or reported by clients, that may have an impact on standards, Users Group Test Procedures, or the suitability of the devices tested to meet requirements of the tested conformance blocks. Clients of the Tester shall be informed of their obligations to participate in the feedback and field reporting process. In case that an informed client of the Tester is not fulfilling his reporting obligations, the Tester cannot be made responsible for this violation. This is just the way the industry is expected  to work under proper testing quality assurance, device design, development, and implementation with ISO 9000, or equivalent, procedures. (See paragraph 4.)

7. Tester shall make no representation that test reports issued by it constitute the certification of tested products by IUG. Tester may state that it is accredited/recognized by IUG to perform testing and certification under the Program, including the use of the IUG logo.

8. Any failure by Tester to comply with the terms and conditions of this Agreement or the Requirements may result in the immediate revocation of this Agreement, the discontinuance of accepting Tester’s test reports. The determination of compliance by Tester with the Requirements shall be made by IUG in its sole discretion.

9. The Program (including its administrative provisions and dispute settlement provisions) may be revised or modified by IUG from time to time and such revisions or modifications shall be deemed the applicable Requirements referred to herein.

10. This Agreement may be suspended or terminated at any time by IUG in whole or in part in the event that

(a) Tester is using the IUG logo without authorization;

(b) Tester is not complying with the Requirements;

(c) Tester is not complying with the terms of this Agreement;

(d) Tester has failed to pay required fees and charges assessed under the Program as defined in paragraph 2;

(e) Tester is found to have willfully failed to follow applicable test procedures or displayed a pattern of issuing inaccurate testing reports.

IUG shall give Tester written notice of the suspension or termination of all or any part of this Agreement. Such notice shall set forth the ground or grounds of suspension and shall set forth a statement of facts supporting such grounds.

11. This Agreement shall become effective upon its execution by IUG.

12. After the effective date, this Agreement shall continue in force until December 31 of the then current year and shall be automatically renewed from year to year thereafter, unless terminated or suspended in accordance with other terms of this Agreement. The Agreement may be terminated at any time by Tester by giving sixty (60) days advance written notice of termination to IUG.  The IUG, Testing Subcommittee, may terminate the Agreement with any Tester that violates the intent of the terms. The IUG shall notify the Tester of their intention to terminate and shall include a statement of the violations. The Tester has 60 days to respond, and if the IUG  is not satisfied with the response, the UG may terminate the agreement. If the Tester does not agree with the decision, then the Tester may file a formal complaint with the Technical Committee for reinstatement. During the interim period while resolution of the disagreement is ongoing, the Tester shall not be allowed to issue testing certificates. The Technical Committee shall respond to the formal complaint within 30 days and may 1) Uphold the suspension, or 2) Reinstate the Tester with a statement of the conditions of the reinstatement.

13. In the event of the suspension or termination of this Agreement, Tester shall immediately cease issuing IUG test reports or representing that it is an Accredited IEC 61850 Testing Center under the Program.

14. The Board of Directors may introduce fees to be paid under the Agreement. Fees shall be paid in advance and are 
15. non-refundable. This will be done not without sufficient notice to all testers, perhaps 6 to 12 months, with thorough, open discussion on the fairness of any fees. The fees would not be retroactive. The introduction and change of fees allows to Tester to terminate the Agreement without costs within the termination times given in paragraph 11.

16. Tester acknowledges and agrees that compliance with the terms of this Agreement is necessary to protect the goodwill and other proprietary interests of IUG and that an unauthorized use of the IUG logo or label or false representations regarding the affiliation of the Tester with IUG would result in irreparable and continuing harm to IUG for which there would be no adequate remedy at law. Accordingly, Tester agrees that in the event of unauthorized use of the IUG logo or label or false representations regarding the affiliation of the Tester with IUG (i) IUG shall be entitled to injunctive relief and/or specific performance, (ii) Tester shall not oppose such relief on the grounds that there is an adequate remedy at law, and (iii) such equitable remedy shall be cumulative and in addition to any other remedies at law or in equity (including monetary damages) which may be available to IUG. The provisions of this Section shall survive the termination of this Agreement.

17. This Agreement may not be assigned by the Tester without the written permission of IUG.

18. This Agreement shall be construed in accordance with the laws of the state of Washington

UCA International Users Group 

TESTER

(Company Name)

By: _____________________________
By: _________________________________

Its: ______________________________
Its: ___________________________________

(Corporate Title)



(Corporate Title)

Dated:________________________

Dated:________________________

Annex B – Qualification request

	Contact details
	

	
Company
	

	
Address
	

	
Contact person
	

	
Phone numbers
	

	
Email address
	

	
	

	Test services
	

	
Requested level (A,B)
	

	
Type of testing
	

	
	

	Test Capabilities
	

	
1. Basic Exchange
	

	
2. Data Sets
	

	
3. Substitution
	

	
4. Setting Group
	

	
5. Unbuffered Reports
	

	
6. Buffered Reports
	

	
7. Logging
	

	
8. Substation Data Events (GSSE)
	

	
9. Substation Data Events (GOOSE)
	

	
10. Sampled values 9.1
	

	
11. Sampled values 9.2
	

	
12. Control
	

	
13. Time Synchronisation
	

	
14. File Transfer
	

	Any other capabilities available
	

	
15
	

	
16
	

	
17
	

	
18
	

	
19
	

	
20
	


Questionnaire

	
	

	Please indicate which QA systems are in place and send a copy of any certificates with this request
	Available/Certified

	
ISO 17025
	

	
ISO 9000
	

	
Any other
	

	
	

	
	

	Please indicate which procedures are in place and send a copy (only for Recognized labs) of these procedures when these procedures are not included in a certified QA system.
	

	
Conformance Test Quality Plan
	

	
Test and Inspection Plan
	

	
Any other
	

	
	


We comply with and will follow the IEC 61850 Part 10 and UCA IUG Quality Assurance Program

TESTER

(Company Name)

Dated:





By: ___________________________________







Its: ___________________________________








(Corporate Title)

Annex C – Qualification Form

	Contact details
	

	
Company
	

	
Address
	

	
Contact person
	

	
Phone numbers
	

	
Email address
	

	
	

	Test services
	

	
Requested level (A,B)
	

	
Type of testing
	

	
	

	Test Capabilities
	Checked by UCA IUG

	
1. Basic Exchange
	

	
2. Data Sets
	

	
3. Substitution
	

	
4. Setting Group
	

	
5. Unbuffered Reports
	

	
6. Buffered Reports
	

	
7. Logging
	

	
8. Substation Data Events (GSSE)
	

	
9. Substation Data Events (GOOSE)
	

	
10. Sampled values 9.1
	

	
11. Sampled values 9.2
	

	
12. Control
	

	
13. Time Synchronisation
	

	
14. File Transfer
	

	Any other capabilities available
	

	
15
	

	
16
	

	
17
	

	
18
	

	
19
	

	
20
	


	
	

	QA systems in place
	Available/Certified

	
ISO 17025
	

	
ISO 9000
	

	
Any other
	

	
	

	
	

	Copy of these procedures available.
	Checked by UCA IUG

	
Conformance Test Quality Plan
	

	
Test and Inspection Plan
	

	
Any other
	

	
	


UCA IUG, represented by:

(Company Name)

Dated:





Name:__________________________________







Its: ___________________________________








(Corporate Title)

Annex D - Certificate

Each certificate shall include at least the following information:

a) a title (e.g. "IEC 61850 Test Certificate");

b) the name and address of the test center, and the location where the tests were carried out, if different from the address of the test center;

c) unique identification of the certificate (such as the serial number), and on each page an identification in order to ensure that the page is recognized as a part of the certificate;

d) the name and address of the client;

e) identification of the method used;

f) a description of, the condition of, and unambiguous identification of the test system (hardware, firmware, software level) and the devices and item(s) tested;

g) the date of receipt of the test item(s) where this is critical to the validity and application of the results, and the date(s) of performance of the test;

h) reference to the standards and procedures (including version number) used by the test center or other bodies where these are relevant to the validity or application of the results;

i) the test results with the specification of conformance blocks;

j) the name(s), function(s) and signature(s) or equivalent identification of person(s) authorizing the certificate;

k) where relevant, a statement to the effect that the results relate only to the items tested.

NOTE 1 Hard copies of test reports and  certificates should also include the page number and total number of pages.

NOTE 2 It is recommended that test centers include a statement specifying that the test report or certificate shall not be reproduced except in full, without written approval of the test center.
[image: image1.jpg]rmatiomal
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EXAMPLE Certificate



IEC 61850 Certificate Level A



No. XYZ

Issued by: 
For the product:




<Name of Product>
Issued to:

<Name of Company> 
Software Version ….
<Address of Company> 
Type: ….


Serial nr.: ........

The product has not shown to be non-conforming to:

IEC 61850-7-1, 7-2, 7-3, 7-4 and 8-1
Communication networks and systems in substations.
The conformance test has been performed according to IEC 61850-10 with product’s protocol,  model and TISSUE implementation conformance statements: “<Name of PICS, MICS and TICS>; <dates>;  <Doc. nrs.>”, and extra information for testing “<name of PIXIT>; <Version of PIXIT>: <date>;Doc.nr.>”.

The following IEC 61850 conformance blocks are tested with a positive result (number of relevant and executed test cases / total number of test cases as defined in the UCA International Users Group Device Test Procedures):

	




	






	  1
Basic Exchange (../23)

  2+
Data Set Definition (../28)

  4
Setting Group Selection (./3)


  5
Unbuffered Reports (../13)
	  9ab
Generic Object Oriented Substation Events (../20)

  12ad
Direct Control and Enhanced SBO Control (../24)

  13
Time Synchronization (./4)

  14
File Transfer (./6)


<Name of Tester> grants this Certificate on account of tests performed at the <Name of Tester or Company>’s offices in <Location of Tester or Company>, on <Date>, with <Name and type of simulator> test system version <Version of simulator> simulating an IEC 61850 client and the <Name of Analyzer> analyzer version <Version of Analyzer>. The tests are based on the UCA International Users Group Device Test Procedure Version <Version of  Test Procedure>. This certificate has been issued for information purposes only and the original copy of the <Name of Tester> report: No. <Report number>, <Report date> will prevail.
The tests have been carried out on one single specimen of the above-mentioned products, submitted by <Name of Company>. The certificate does not include an assessment of the manufacturer's production process. Conformity of his production process or any other product than the specimen tested by <Name of Tester> is not the responsibility of <Name of Tester>.

<Location>, <Date>

<Name of Manager>


<Name of test engineer>

<Title of Manager>

Test Engineer

Publication of this document is allowed. Publication in total or in part and/or reproduction in whatever way of the contents of the 

above mentioned report(s) is not allowed unless permission has been explicitly given either in the report(s) or by previous letter.





Page 1

Applicable Test Procedures from the UCA International Users Group Device Test Procedures version 1.1

	Conformance Block
	Mandatory
	Conditional 

	1: Basic Exchange
	Ass1, Ass2, Ass3, AssN2, AssN3, AssN4, AssN5 

Srv1, Srv2, Srv3, Srv4, Srv5, SrvN1abcd, SrvN4
	Srv6

	2: Data Sets
	Dset1, DsetN1ae
	

	3: Substitution
	Sub1, Sub2, SubN1
	

	4: Setting Group Selection 
	Sg1, SgN1
	

	6: Buffered Reporting
	Br1, Br2, Br3, Br4, Br7, Br8, Br9
BrN1, BrN2, BrN3, BrN4, BrN5
	Br5



	9a: GOOSE publish
	Gop2, Gop4, Gop7, Gop9 
	Gop1

	9b: GOOSE subscribe
	Gos1, Gos2, Gos3, GosN1, GosN2, GosN3, GosN4, GosN5, GosN6
	

	12a: Direct control
	CltN3, CtlN8

DOns1, DOns3
	

	12d: Enhanced SBO control
	Ctl3, CltN1, CltN2, CltN3, CltN4, CtlN9

SBOes1, SBOes2, SBOes3
	

	13: Time sync 
	Tm1, Tm2, TmN1
	TmN2


Publication of this document is allowed. Publication in total or in part and/or reproduction in whatever way of the contents of the 

above mentioned report(s) is not allowed unless permission has been explicitly given either in the report(s) or by previous letter.
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� The ISO/IEC 17025 states on page 2: “If the laboratory wishes to be recognized as a third-party laboratory, it should be able to demonstrate that it is impartial and that it and its personnel are free from any undue commercial, financial, and other pressures which might influence their technical judgment.”





� Only if these procedures are not covered by the certified Quality System


� 	Level  A – Independent Tester with certified ISO 9000 or ISO 17025 Quality System


Level  B – Tester with ISO 9000 or ISO 17025 Quality System
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